ABSTRACT Millimeter wave (mm-wave) communications, especially mm-wave relay systems, have been considered as a key technology for next-generation wireless networks due to the rich spectrum resources. However, the problem of information leakage in mm-wave relay systems has not been well investigated. In this paper, artificial noise (AN) aided two-stage secure hybrid beamforming algorithm is proposed in MIMO mm-wave relay system from the perspective of physical layer security. In each time slot of the relay communications, the RF analog beamforming matrices are designed in the first stage, and baseband digital beamforming matrices are designed in the second stage. Through the proposed algorithm, the joint optimization is avoided and the feedback is reduced, which brings low complexity. Moreover, the AN is applied to fight against the eavesdropper by deteriorating the eavesdropping channel. The simulation results show that the proposed hybrid beamforming algorithm considerably improves the performance and achieves a balance between complexity and performance.
I. INTRODUCTION A. BACKGROUND
The explosive growth of mobile data traffic and mobile terminals are putting more pressure for wireless service providers to overcome a global bandwidth shortage. Millimeter wave (mm-wave) can provide spectrum resources up to GHz bandwidth and is considered as one of the key technologies for future mobile communications [1] . Although mm-wave communications are characterized by very high propagation losses, there are many techniques to compensate [2] - [4] . The path loss can be compensated by using massive multipleinput-multiple-output (MIMO) at both the transmitter and the receiver. In addition, the use of relays that have modest benefits in current cellular networks can play a very important role in mm-wave space [5] . Relaying transmission is an essential strategy for improving the received power and enabling long-distance mm-wave communication.
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However, due to the open architecture of mm-wave systems and the broadcast nature of wireless channels, the risk of information leakage is more severe [6] . Therefore, the security in mm-wave is of paramount importance. The traditional encryption mechanism relies on computational complexity. Physical layer security uses the ''fingerprint'' characteristics of the wireless channels and provides a new solution for wireless communication security from the aspect of information theory [7] - [9] . As an important supplement to the traditional encryption system, physical layer security technologies, such as artificial noise and beamforming, are well developed in traditional microwave systems [10] . However, in mm-wave systems, physical layer security signal processing faces more challenges. In microwave systems, the classical full-digital precoding can achieve the optimal antenna gain, while in mm-wave systems, it's not practical to deploy the same number of radio frequency (RF) chains as that of the antennas. As the number of RF chains is much smaller than the number of antennas in mm-wave systems, hybrid analog-digital beamforming has become a widely accepted beamforming method characterized by its simple hardware structure and low energy consumption [11] - [14] . Traditional beamforming methods are no longer suitable for millimeter wave systems because of changes in hardware structure. It is necessary to design a hybrid analog-digital beamforming algorithm that guarantees both the user communication rate and communication security. In this paper, we develop an efficient hybrid beamforming in a MIMO mm-wave relaying system to achieve secure communication.
B. RELATED WORKS AND MOTIVATION
In traditional microwave systems, the beamforming technologies are implemented in the baseband using digital signal processing, which allows better control over the beamforming matrices. Mm-wave communications typically employ much fewer RF chains than antennas. Under this constrain, the hybrid analog-digital architectures provide a compromise between hardware complexity and system performance. The transmitter performs a baseband digital precoding followed by an RF analog beamforming, and in the reverse order, the receiver implements an RF analog combining followed by a baseband digital decoding. Compared with the traditional beamforming design problem, the millimeter-wave hybrid beamforming design is a non-convex problem [15] . Furthermore, the digital beamforming matrix needs to be jointly designed with the analog beamforming/combining vector. The direct solution of the problem is not tractable. In [16] , the millimeter-wave hybrid precoding problem is converted to Euclidean distance minimization problem. Paper [17] has further research. The problem is equivalent to sparse signal reconstruction problem and authors presented an algorithmic solution using orthogonal matching pursuit to reduce the design difficulty. Paper [18] proposes two coordinated algorithms for the multiuser MIMO Broadcast system. These iterative coordinated beamforming designs require a large feedback overhead and high computational complexity. The literature [19] develops an adaptive algorithm to estimate the mm-wave channel parameters. The poor scattering nature of the channel is exploited in the adaptive algorithm and the hardware constraints are overcome by a new hybrid analog/digital precoding algorithm. The beamforming design for the secure transmission has also been well investigated. The work in [20] develops a mathematical framework to analyse the connection outage probability, the secrecy outage probability and the achievable average secrecy rate from the perspective of the network. Reference [21] proposes a hybrid analog-digital precoder design to enhance the physical layer security of mm-wave multiple-input single-output (MISO) systems, which achieves comparable secrecy rate to that of the fully digital precoder. For the millimeter-wave MISO-OFDM system in [22] , a closed-mixing precoding matrix is designed to maximize the security rate. However, it is assumed that the eavesdropping Channel State Information (CSI) is known in the transmitter, which is not practical in the system. Paper [23] proposes a hybrid precoder and combiner design for secure transmission in mm-wave MIMO wiretap system and use artificial noise to fight against eavesdroppers, but it doesn't consider relay and multi-user scenario. As for mm-wave relay systems, [24] investigates the robustness of the compressed sensing multi-hop scheme in the presence of one eavesdropper. Reference [25] considers resources allocation problem to enhance physical layer security in AF relay assisted wireless networks. In paper [26] , RF and baseband beamforming designs are divided. The source node and relay node serve multiple destination nodes. MSE-based baseband beamformers were also developed. However, paper [24] - [26] doesn't concentrate on secure hybrid beamforming design in AF relay systems.
Nevertheless, to the best of our knowledge, the hybrid analog-digital beamforming for secure transmission in MIMO millimeter wave relay systems has not been studied yet. Information will be eavesdropped in each time slot of the relay communications. All of the aforementioned works do not pay enough attention to security issues in relay mm-wave systems and most algorithms require high computational complexity and feedback. We will propose a low-complexity yet efficient algorithm to secure mm-wave relay systems.
C. OUR WORK AND CONTRIBUTIONS
Motivated by the above observations and challenges, we apply physical layer security technology to MIMO mm-wave relay system. We provide a two-stage hybrid beamforming algorithm in both source-to-relay (phase-I) and relay-to-source (phase-II) phase. In each phase the beamforming matrices are divided into digital domain and analog domain. Furthermore, we use AN to prevent information from being eavesdropped. Our main contributions are summarized as follows:
• A MIMO mm-wave relay eavesdropping model is established from the perspective of PLS based on hybrid beamforming. The system model can be used in long-distance and high-security applications.
• A two-stage hybrid beamforming algorithm combined with AN is put forward to guarantee both the user communication rate and the communication security. The RF and baseband beamforming designs are separated to avoid joint optimization. The proposed algorithm in this paper is low-complexity but effectively protect private information from being eavesdropped.
• Secrecy performance analysis is conducted for the proposed algorithm in the presence of the eavesdropper. The analysis is helpful to understand understand how the proposed algorithm enhance the secure communications and provide direct insight in practical networks. This paper is organized as follows. Section 2 introduces the system and channel models. Section 3 proposes an artificial noise aided two-stage secure hybrid beamforming algorithm. Simulation results are presented in Section 4. Section 5 concludes the paper.
Notations: |·|, · and E (·) denote absolute value, Frobenius norm, and expectation, respectively. 
II. SYSTEM AND CHANNEL MODELS
A. SYSTEM MODEL Consider the MIMO millimeter wave downlink multi-user relay system as shown in Figure. 1, where the source node and the relay node serve K destinations. Assume that there are no direct links between the source and destinations due to the long distance. The proposed algorithm focuses on a two-phase, half-duplexing amplify and forward (AF) relaying system, where the source transmits K data streams during phase-I, and the relay amplifies the received signals and forwards it to all of the K destinations during phase-II. We assume different eavesdroppers wiretap the kth destination in the both two phases. Non-colluding and passive eavesdropping case is considered, which is a common assumption in many literatures [27] , [28] . The secrecy rate of the whole transmission depends on the minimum secrecy rate of the two phases [29] . In addition, assume the eavesdropper is passive in order to hidden its identity. Therefore, the channel state information (CSI) of the eavesdropper cannot be obtained for the source and relay by channel estimation techniques. Hybrid beamforming structure is applied at each node. The source, relay, destinations and eavesdroppers are equipped
, respectively. The number of RF chains is much smaller than the number of antennas. We consider the multi-user beamforming case in which the source communicates with every destination via only one stream. Motivated by the maximum number of simultaneous service users of the described system, we have L S > K , L R > K . Each destination is equipped one RF chain, i.e. L D = 1, which can reduce the processing complexity of the destination.
In phase-I, the source transmits K data streams to the relay.
The transmitted signal from the source can be expressed as
where F BB ∈ C L S ×K and F RF ∈ C N S ×L S represent the baseband and RF beamforming matrices at the source, respectively. Let P S denote the transmission power constraint at the source. E[ss H ] = I K . Then the power constraint at the source is as follows:
The received signal at the relay is represented as
where H 1 ∈ C N R ×N S is the channel matrix between the source and the relay. n r ∈ C N R ×1 ∼ CN (0, σ 2 r ) is the complex additive white Gaussian noise. Each entry of F RF are constant modulus because the RF beamforming is implemented by analogue phase shifters. We normalize these entries to satisfy
. We assume that the angles of the analog phase shifters are quantized with a finite set of possible values. With these assumptions,
e jφ , where φ is a quantized angle.
At the relay, analog combiner G RF−R ∈ C K ×N R is firstly employed to receive y r . Then one digital matrix G BB ∈ C L R ×K processes the signal in the baseband. Afterward, the analog precoder G RF−T ∈ C N R ×L R is used to forward the transmitted signal at the relay to the destinations. The signal transmitted by the relay is represented as
Assume the transmission power at relay is P R . Then the power constraint at relay is
Similarly, the intercepted signal by the eavesdropper during phase-I is as follows 
where H 1,e ∈ C N E ×N S is the channel matrix between the source and the eavesdropper W RF,e ∈ C N E ×L E and W BB,e ∈ C L E ×K are the analog combiner and digital combiner of the eavesdropper, n e ∈ C N e ×1 ∼ CN (0, σ 2 e ). At the end of phase-II, the kth destination receives signal from the relay, and the received signal is as follows
where H 2,k ∈ C N D ×N R is the second-hop channel matrix between the relay and destination k.
is the complex additive white Gaussian noise at the kth destination.
At the kth destination, the RF combiner W k ∈ C N D ×1 is used to process the received signal:
The intercepted signal by the eavesdropper during phase-II is as follows:
The digital beamforming matrix F BB ∈ C L S ×K can be further expressed as
To correspond to the algorithm of this paper and the convenience of narration, we only consider G RF−R during phase-I. G BB and G RF−R are considered during phase-II. To improve the secrecy performance, each source node adopts Wyners encoding scheme with transmission rate R t and secrecy rate R s . The difference between R t and R s is used as a redundancy rate against eavesdropping. The rate at the relay will be
where 
where I e,1 = n =k W H BB,e W H RF,e H 1,e F RF F BB,n 2 denotes the interference between different data streams at the eavesdropper in phase-I.
The secrecy rate during phase-I will be [30] 
During phase-II, the rate of the kth destination is given in (13) , as shown at the bottom of this page [31] , where I k,2 represents the interference at the kth destination in phase-II.
For a typical destination k, the rate of the eavesdropper during phase-II is given in (14) , as shown at the bottom of this page [31] . where I e,2 represents the interference at the eavesdropper in phase-II, I k,2 represents the interference at the kth destination in phase-II.
The secrecy rate during phase-II will be [30]
The secrecy rate of the kth destination cannot be greater than the secrecy rate both in the first time slot and in the second time slot. Similar with [29] , The secrecy rate of the whole transmission will be
where the factor 1 2 arises from the fact that two orthogonal time slots are required for completing the message transmission From (12), (15) and (16) , if the eavesdropper has a channel advantage over the destinations, we cannot get a positive secrecy rate.
B. MILLIMETER-WAVE CHANNEL MODEL
In order to reflect the sparse scattering characteristics of the millimeter wave channel, the S-V (Saleh-Valenzuela) model is commonly used [14] . Assume the number of scattering clusters is represented by L, and each cluster contains one path. A uniform linear array is employed. The mm-wave channel matrices for the source-to-relay (S-R), relay-todestination (R-D), source-to-eve (S-E) and relay-to-eve (R-E) links can be respectively expressed as
where L xy denotes the cluster number for different links. α l denotes the complex gain of the lth cluster and further suppose thatα l ∼ CN (ᾱ, 1).ᾱ denote the average path-loss exponent. θ l and ϕ l are the AOA and AOD of the lth cluster, respectively, which are uniformly distributed over (−π, +π).
The array response vector is given by
where N is the array antennas, λ is the radio wavelength, d is the distance between antenna elements and ψ is either AoA or AoD.
III. ARTIFICIAL NOISE AIDED TWO-STAGE SECURE HYBRID BEAMFORMING ALGORITHM
In this section, we put forward an artificial noise aided two-stage secure hybrid beamforming algorithm to maximize the secrecy rate of the typical destination. The secrecy rate of a typical destination in (12) and (15) cannot always be positive and artificial noise is preferred to get a high secrecy rate. Due to the constraints on the phase shifters, the analog beamforming/combining matrices can take only certain values. Hence, these matrices need to be selected from finite-size codebooks. Let F, W, G R and G T denote the set of RF beamforming matrices
respectively. Assume the codebooks of all these RF matrices are quantized by B bits for simplicity and then
The problem to maximize R sec,total is an intractable problem because its solution requires a search over the entire space of all possible RF matrices' combinations [32] . Further, all the digital matrices need to be jointly designed with the analog ones, and this may require the large feedback of the channel matrices in practice, consequently increasing the complexity. In addition, the relay system is more complicated than direct transmission. The main idea of the proposed algorithm is to consider the beamforming design in phase-I and phase-II respectively. Then, for every phase, we divide the calculation of the beamforming matrices into two stages. The two-stage method is first proposed in [33] , in which the beamforming design is split into two different domains, each with different constraints. In the first stage, the RF analog beamforming matrices are designed to obtain the large array gain provided by the vast number of antennas. In the second stage, the baseband digital beamforming matrices is designed to manage the interference between destinations. Artificial noise strategy is also applied based on Singular Value Decomposition (SVD) decomposition [34] in the second stage to deteriorate eavesdropping channel.
A. BEAMFORMING MATRICES DESIGN IN PHASE-I
The source transmits information-bearing signals and artificial noise to the relay during phase-I. Then the transmit signals become
where
is the digital precoder associated with the AN vector z 1 . Let P N ,1 denote the AN power at the source. F RF F BB,z = P N ,1 , P S + P N ,1 = P total . We aim to design F RF , G RF−R , F BB and F BB,z during phase-I.
In the first stage, the source and the relay design the RF beamforming and combining matrices F RF , G RF−R to maximize the desired signal power, neglecting interference between different data streams. The joint design problem can be expressed by the following optimization problem:
where g i and f i denote the ith row of G RF−R and the ith column of F RF in a descending order according to their respective Frobenius norms. We select vectors v i ∈ F from the set F to fill the extra L S − K columns of F RF . The extra L S − K columns offers the extra L S − K spatial degree of freedom (DoF) seen from the baseband while keeping the low-complexity feature. Then assign them to the RF matrices:
This is the typical single-user RF beamforming design problem. There are many beam training algorithms developed for this problem such as [35] and [36] , which have a low training overhead and low-complexity.
In the second stage, we can obtain the effective channel H 1 = G RF−R H 1 F RF . Then, the source designs F BB bases on zero-forcing (ZF). ZF scheme performs well in MIMO systems with low complexity [37] . F BB should have a form of
Then F BB can be normalized as
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As for the AN digital precoder F BB,z , an SVD-based method is employed to put AN in the null space ofH 1 so that AN doesn't degrade the reception of the relay. We should havẽ
Easy to know thatH 1 
No matter what H 1 is, there is always a null space forH 1 . Extra RF chains (L S > K ) at the source provide freedom to generate AN. The SVD of the channel matrixH 1 can be denoted bỹ
The digital precoder F BB,z for the AN should have a form of
Finally, F BB,z can be normalized as
The proposed algorithm in phase-I is summarized in Algorithm 1.
Algorithm 1 The Proposed Algorithm in Phase-I
First stage: 1. The source and the relay select g * i and f * i that solve 
Assume ZF is able to perform perfect interference cancellation and there is no artificial noise leaked to the destinations. Equation (10) becomes
Equation (11) becomes as equation (30), shown at the bottom of this page.
B. BEAMFORMING MATRICES DESIGN IN PHASE-II
The relay forward signals from the source and AN to the destinations in phase-II. Then the transmit signals at relay become
At a typical destination k, the received signals become
where z 2 represents the (
is the digital precoder associated with the AN vector z 2 . Let P N ,2 denote the AN power at the relay.
as the AN power allocation factor. We aim to design W k , G RF−T , G BB and G BB,z in phase-II.
In the first stage, the relay and each destination design the RF beamforming and combining matrices G RF−T , W k to maximize the desired signal power, neglecting interference between different destinations. The joint design problem can be expressed by the following optimization problem:
We simply generate random vector v i ∈ G T to fill the extra columns of G RF−T , which offers the extra L R − K spatial degree of freedom (DoF) seen from the baseband G BB . Then assign them to the RF matrices
This is the typical single-user RF beamforming design problem discussed in phase-I.
In the second stage, we can obtain the kth destinations effective channelH 2 
Then G BB can be normalized as 
As for the AN digital precoder G BB,z , an SVD-based method is employed to put AN in the null space ofH 2 so that AN doesn't degrade the reception of the destinations. We should haveH
, there is always a null space forH 2 . Extra RF chains (L R > K ) at the relay provide freedom to generate AN. The SVD of the channel matrixH 2 can be denoted bỹ
The digital precoder G BB,z for the AN should have a form of
Finally, G BB,z can be normalized as
The proposed algorithm in phase-II is summarized in Algorithm 2.
Just like the discussion in phase-I, we assume that ZF scheme is able to perform perfect interference cancellation between different destinations and there is no artificial noise leaked to the destinations, then equation (41) and (42), are shown at the bottom of this page.
IV. NUMERICAL RESULTS
In this section, we provide the simulation results to evaluate the secrecy rate of the proposed algorithm using numerical simulations. Unless otherwise stated, the source, relay, des- For simplicity, the noise variance σ 2 r , σ 2 k and σ 2 e are set to 1. The RF codebooks are quantized with B = 4 bits. The AN power allocation factor φ = 0.1. The SNR is defined as P R /σ 2 k (P R /σ 2 k ). All simulation results are averaged over 1000 randomly generated channel realizations. We do not consider the CSI error. pursuit (OMP) algorithm (no AN). The figure shows that the proposed algorithm outperforms the joint RF/baseband design using the OMP algorithm, which indicates that the AN strategy makes large contributions to the secrecy spectrum efficiency. By comparing the performance of the proposed hybrid beamforming and conventional fully digital beamforming, we observe that the proposed hybrid beamforming achieves satisfactory performance and keeps the number of RF chains much smaller than the number of antennas. This reduces hardware cost and power consumption. Conventional hybrid beamforming without secrecy design cannot cope with scenes with eavesdroppers. An AN based algorithm significantly increases secrecy spectrum efficiency although extra power is used to send AN. 3 illustrates the performance changes with various numbers of antenna elements (with fixed number of RF chains). The figure shows that the secrecy spectrum efficiency can be significantly improved by increasing the number of antennas. Therefore, the number of RF chains employed in hybrid beamforming systems can be much less than the number antenna number, as long as the number of RF chains is larger than the number of destinations. We also notice that the secrecy spectrum efficiency in phase-I is higher than that in phase-II because more thermal noise is mixed into the information bearing signal. Fig.3 provides a guidance for practical system design: If the number of RF chains is limited due to the cost and consumption, we can increase antenna number to achieve higher system performance.
To illustrate the impact of RF quantization, Fig.4 shows the secrecy spectrum efficiency versus different numbers of quantization bits for the phase shifters. The performance of the system increases with the number of quantization bits increases. It should be noted that the power consumption and cost of the phase shifters become higher with increasing the quantization bit B. When the quantization bits increases to 5 or larger, the secrecy spectrum efficiency stays almost constant. That is to say infinitely increasing the quantization accuracy is not necessary. The number of quantization bits needs to be the right size. The comparison between the proposed algorithm with AN and without AN suggests that the AN strategy can improve the secrecy spectrum efficiency. 5 depicts the secrecy spectrum efficiency versus power allocation parameter φ with SNR = 1dB. As the artificial noise power allocation factor increases, eavesdropping link is degraded by artificial noise, and the safety spectrum efficiency gradually increases to the highest value. When the power allocation factor continues to increase, the transmit power of the information bearing signal is insufficient. The secrecy spectrum efficiency begins to decline. The optimal power allocation is almost in the region φ ∈ (0.2, 0.3), and the choice of φ is critical important to improve the secrecy rate. There is an optimal power distribution factor value, which makes the system performance optimal. At the same time, it should be pointed out that the power allocation factors are different under different SNR, so the power allocation factor needs to be robustly set.
V. CONCLUSION
In this paper, we propose an artificial noise aided two-stage secure hybrid beamforming algorithm in MIMO mm-wave relay eavesdropping system, in which the analog and digital beamforming designs are separated and the source and relay serve multiple destination nodes. Firstly, the system is modeled in the case of an eavesdropper from the perspective of physical layer security. Then the proposed beamforming algorithm is applied in both two phases. In phase-I, in the first stage, the source and the relay design the RF beamforming and combining matrices to maximize the desired signal power and neglect interference between different data streams. In the second stage, based on the effective channel, the source designs information signal digital beamforming matrix according to ZF scheme so that the interference between different destinations is cancelled. The AN digital beamforming matrix is designed to put in the null space of the effective channel based on SVD decomposition. The designs in phase-II is similar with that in phase-I. Furthermore, simulation results validate the effectiveness and the security of the proposed algorithm, which help us understand the proposed algorithm comprehensively. 
